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C-series – Thin Client Server 
IT Preparation Guide
3.7.1




Introduction

The purpose of this document is to guide the IT department through the necessary prerequisites of a C-series Bacs Solution. 

Please work through this document ensuring that all requests for information are completed and all the required information is provided. Before we can complete the configuration and implementation of your solution we will need this document completed and returned to us.

If an engineer’s ability to complete the required work in the designated timeframe is compromised by the failure to complete this document in advance of the booking then it is likely we will need to charge again for the work to be completed.

It is critical all tasks are completed to give us the best chance of delivering the smoothest installation possible and minimise the need for revisits or additional charges.

It might not be possible for us to chase the return of this document so if you have any questions, please contact your Project Coordinator or Project Manager immediately. If you envisage any impact on the proposed installation dates, you must inform us by emailing EMEA_Project_Office@bottomline.com five (5) full working days prior to the visit otherwise you may be liable for the full professional services fee as a result of a cancellation made after this time. By giving us as much advance notification this enables us to release the dates to accommodate other customers who may require urgent attention. 




Technical Readiness
It is essential that your system meets the System Requirements Document. Please complete questions below to confirm that your system is ready for implementation.

Production Server

Are you providing a separate Application Server and Database Server for your production system?
										Choose an item.

Will the application server be dedicated?					Choose an item.
Note: Bottomline strongly recommend a dedicated server for C-Series so performance is not impacted
What is your server operating system?						Choose an item.

Does the server meet the minimum specification?				Choose an item.

Can the server be rebooted if necessary?					Choose an item.

Please confirm the server has been built with regional settings defaulted to English United Kingdom
										Choose an item.

Please specify the SMTP hostname or IP address of your SMTP Server:	 Click here to enter text.
Note: This needs to be a non-authenticated email relay and only applicable if finance wish to use email notification functionality

Has Microsoft .NET Framework 3.5 (SP1), 4.0 or (if you are using Microsoft Windows Server 2012 Standard) 4.5 been installed:							Choose an item.

Disaster Recovery Server
Note: This is only applicable if you have ordered a DR license with your order. If you require DR and have not purchased it, please contact your Project Coordinator or Project Manager to discuss 
Your DR server should be built to the same specification as your production. Drive mapping in particular should be the same.

Will this be a fully operational copy of your production system or a snapshot of your production server for you to manage in the event of a DR situation?				Choose an item.

Note: The next section is only applicable if using a fully operational DR system

Are you providing a separate Application Server and Database Server for your test system?
										Choose an item.

Will the DR application server be dedicated?					Choose an item.

What is your server operating system?						Choose an item.

Does the server meet the minimum specification?				Choose an item.

Can the server be rebooted if necessary?					Choose an item.

Please confirm the server has been built with regional settings defaulted to English United Kingdom
										Choose an item.

Please specify the SMTP hostname or IP address of your SMTP Server:	 Click here to enter text.
Note: This needs to be a non-authenticated email relay and only applicable if finance wish to use email notification functionality

Has Microsoft .NET Framework 3.5 (SP1), 4.0 or (if you are using Microsoft Windows Server 2012 Standard) 4.5 been installed:							Choose an item.


Test Server
Note: This is only applicable if you have ordered a Test license with your order

Are you providing a separate Application Server and Database Server for your test system?
										Choose an item.

Will the test application server be dedicated?					Choose an item.

What is your server operating system?						Choose an item.

Does the server meet the minimum specification?				Choose an item.

Can the server be rebooted if necessary?					Choose an item.

Please confirm the server has been built with regional settings defaulted to English United Kingdom
										Choose an item.

Please specify the SMTP hostname or IP address of your SMTP Server:	 Click here to enter text.
Note: This needs to be a non-authenticated email relay and only applicable if finance wish to use email notification functionality

Has Microsoft .NET Framework 3.5 (SP1), 4.0 or (if you are using Microsoft Windows Server 2012 Standard) 4.5 been installed:							Choose an item.

Database Server

What version of database will you be using?					Choose an item.
Note: If the system is using SQL 2012 Express, please ensure this is installed (with Management Studio tool) prior to commencement of C-Series implementation.

SQL must be in mixed mode (SQL & Windows Authentication). Can you confirm that your SQL is set to mixed mode?								Choose an item.

Is SQL installed on a dedicated instance?					Choose an item.
Note: If SQL is on a dedicated instance please provide the port number below and ensure no firewall restricts communication between SQL and applications servers.				 Click here to enter text.

SQL USERS ONLY - C-series requires installation of the 'Microsoft SQL Server Migration Assistant (SSMA) 2008 for Oracle v5.2 Extension Pack'. This will need to be installed on your SQL server. If your SQL server or instance is dedicated to C-series, we can install SSMA as part of the C-series installation. Where the SQL server is not dedicated to C-series it should be installed ahead of our installation. Where the SQL instance part of a SQL cluster we recommend you install the SSMA on a separate instance and then add that to the cluster, that will mean that SSMA is only installed on the SQL server required for the installation of C-series. Oracle Express is not supported on C-series and no Oracle client needs to be downloaded or installed

Is SSMA installed on your database?						Choose an item.
If no, and your database is not a clustered database, are you happy for us to complete the installation of SSMA during the C-Series implementation?			Choose an item.

 Single Sign On (SSO)

You can enable the C-Series system to use Active Directory credentials for authenticating users of
the client application. Doing this means that client users do not have to maintain separate
passwords for accessing C-Series features.

SSO is not included in a standard implementation because it increases the time required to complete the C-Series install and can impact lead times. If you wish to use SSO you will need to indicate this below and speak to your Project Coordinator or Project Manager to discuss impact.

· Do you wish to use Single Sign On (SSO)?				Choose an item.

 Secure Sockets Layer (SSL)

During C-Series installation, you can choose to force the use of the Secure Sockets Layer (SSL)
protocol for connections to the C-Series web sites. If you select this option, the installation procedure creates a self-signed certificate, which is valid for 12 months.

SSL is not included in a standard implementation because it increases the time required to complete the C-Series install and can impact lead times. If you wish to use SSL you will need to indicate this below and speak to your Project Coordinator or Project Manager to discuss impact.

· Do you require a SSL certificate?					Choose an item. 

If yes:

· Which certificate do you wish to use?					Choose an item.
	If other, please specify:					 	 Click here to enter text.

Citrix and Terminal Services Deployment

Please be aware we do not support Citrix and have no ability to test our solutions running across a Citrix network at this time. We do have customers using our Browser based solutions across Citrix networks and in Citrix environments but this has been made possible by the customer supplying the necessary Citrix expertise.

As long as you are prepared to supply said expertise during implementation onto a Citrix environment and cover the cost of any extension to the project if such an extension results in complications deriving from implementing into a Citrix environment over a standard Windows network, then we are happy to undertake an install and aid and assist where possible.

Post “Live” we again can only support the solution as far as our knowledge allows. If issues arise due to the fact it is installed on a Citrix environment we would provide reasonable support and assistance up to the level of our expertise, again calling on availability of the customer expertise for their Citrix environment. We would also seek agreement that any site visits or unreasonable request for consultant/engineer time be chargeable if the issues found arise from the solution being on a Citrix network opposed to a Windows Network.

The same applies to Terminal Services.

· Do you wish to deploy over Citrix or Terminal Services?			Choose an item.
· Please confirm you will provide the necessary expertise to 
support a Citrix/TS implementation					Choose an item.

Client Workstations

What are the operating systems?						Choose an item.
Note: Windows XP is no longer supported

What web browser is installed?							Choose an item.
Note: Some parts of the C-Series system require Internet Explorer 8 or 9 browsers to be set to compatibility mode.

Do you apply Windows Group Policy to your client desktops?			Choose an item.

If yes, IT resource should be made available during installation should changes to Group Policy be required. Please confirm this resource will be available:				Choose an item.

Do the workstations meet the minimum specification? 				Choose an item.

Important Information

	Dedicated Server - Please note it is strongly advised that a dedicated server is provided for all C-series implementations. Should this not be possible, please ensure your current server has the adequate capabilities to handle both existing applications and the C-series software. 
Internet Explorer - Some parts of the C-series system requires Internet Explorer browsers to be set to compatibility mode.
SQL Server Software - Provision of Licensed SQL server software is the responsibility of you, the customer. Bottomline will only supply and support SQL express for single-user desktop systems.
SSMA - Please note that the SSMA pack must be installed to your SQL Server cluster prior to the install if the database is clustered.

Modems for Remittances: Old servers are physical with a modem attached on Com ports 1-4. New servers are often Virtual Machines that have no physical ports available to attach a modem to. These are your 4 options:

1. You can get a physical server
2. You can Re-direct all faxes to a fax provider such as eFAX. (Your Transform process will need amending to email all faxes to eFAX).
3. You can use fax over IP – This has to be ordered separately. You must provide an expert onsite for the install.
4. You can connect a modem to a Virtual Machine via some host software that fixes a virtual port to a physical port on the VM host. It is your responsibility to make this happen. Bottomline Technologies cannot assist or support this.

Where the server meets our specification, ensure no pre-existing “business critical” software already fully (or almost fully) utilizes this resource. CSeries is not tested with other software present, so we cannot guarantee against adverse performance impacts.

If you have less than our stated requirement it is strongly advised that you upgrade before the engineer arrives onsite to complete your install. Please refer to the Technical Specifications document for the minimum system requirements as Bottomline Technologies will not be held liable for any system failures should they not comply with this document. Failing to comply with this and the engineer is unable to complete your install you may be charged the standard rate for each additional day required to complete the install.




Ports, Permissions and Access

Your C-Series server will need the following network access: 

Unrestricted access to the internet to connect to the URLs detailed below. It makes this connection via a local windows service on the C-Series server. Note that some Proxy credentials cannot easily be embedded within C-series. Typically a domain account with internet access (and local admin rights on the server) shall be used to run the service.

· paymentservices.bacs.co.uk - (port 443 - https – IP address 194.61.123.9)
· www.bottomline.co.uk/iscd
· iplservices.voca.com - For Direct Corporate Access (DCA) users only

Please can you confirm your server has the access described above?		Choose an item.

If you are using smart card based signing your smart card enabled client PC’s shall need the BACS website (https://paymentservices.bacs.co.uk) and the C-Series server hostname added to the Internet Settings Trusted Sites zone. Please confirm that this change shall be made ahead of the visit if using Group Policy to control Trusted Sites, or you are happy for this to be done at installation if not controlled by Group Policy.					 Click here to enter text.

Please confirm that any relevant fire wall exceptions will be in place ahead of the site visit:
										Choose an item.

We will need SQL System Administrator (SA) password access to complete the installation, if SA access is not available we can log in as another user but it must be a user with SysAdmin rights on SQL. Please confirm you are happy to provide this: 				Choose an item.

Please confirm that all third party access logins have been created for the Technical Consultant ahead of the installation:							Choose an item.


Default SQL Server Port 1433 

This port will not impact internet access or connectivity to BACS. It is the port that the C-series ‘Application’ server uses to connect to the C-series ‘Database’ server. During installation, you can elect to use an alternative port if you wish. Where the default SQL instance defaults to port 1433, it is a good idea to use an alternative port for your dedicated C-series instance.




Software, Licences and Hardware

Software USBs, licence keys and HSMs are sent by Bottomline shortly after your order is processed. These items are required in order for the Bottomline Technical Consultant to install the correct software version, licence and hardware at your site

C-series Software disks & licence received at installation site:	Choose an item.	

Please ensure that the entire contents of all installation software that has been sent out to you are copied to a local drive of the application server on which these are going to be installed upon prior to the installation date.

Additional Information

	
Please provide any additional information we need to be aware of:
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