Project Summary
In response to student demand for a more personalised experience at the University, the project aimed to identify what improvements could be undertaken when handling user data associated with people and their usernames (known as Universal Username or UUN). In summary the project was initiated to look at the impact of having separate IT accounts (UUNs, e-mail, card) on users who are both students and members of staff. 
A person may have more than one affiliation with the University meaning that they may have more than one UUN along with associated data e.g. a post-graduate working for the University will have a UUN as a post-graduate student and a UUN as a staff-member. To identify and quantify the issues that need handled, it had been identified that an analysis project would have two deliverables:
1. An options appraisal
2. A decision on how to take Integrated Identities forward.
Analysis of Resource Usage
Staff Usage Estimate:130 days
Staff Usage Actual: 70.8 days
Staff Usage Variance: 54%

Explanation for variance
A contract Business Analyst was only available for a limited period of time which was less than the original estimate of the BA work that would be required.

Outcome
The original idea behind this project was to investigate whether we should replace separate student-like and staff-like identities with a single core person-identity and separate roles.  As things transpired, there wasn’t enough resource or appetite to investigate this in depth. Instead, the University instigated the IDAM review project, which is more appropriate for this core redesign.  
Instead, the project scope was reduced to conducting 2 surveys of users affected by multiple identities, to identify problems and benefits from the current approach.  = The survey reports have been passed to the external IDAM review team for them to take account of in their recommendations.
[bookmark: _GoBack]Additionally a recommendations paper has been compiled by the project sponsor, Dave Berry, based on analysis of the survey responses. See below.


The focus of these recommendations are on short-term changes for immediate benefit.  The paper advises that we can provide a noticeably better service by simply recognising these communities and providing them with better documentation and guidance for how to use our existing systems. 
There are also some small system changes we could make which would also help, without taking on the task of completely rewriting or replacing our identity management systems.  The system changes would be more effort than the documentation, and would require appropriate funding. These could be further investigated if they are considered to be high enough priority.

The recommendations paper has now been circulated to a group of stakeholders. These include,
· [bookmark: _Hlk12448114]Neil Bruce, as Head of User Support
· Barry Croucher, as service owner for Card Services
· Alan Sloan, as service owner for Access Control Doors
· Alex Carter, as service owner for IDM and Office 365 (Email forwarding and calendar).Graeme Wood, as service owner for EASE
· Alistair Fenemore, as sponsor of the IDAM review
· Paul De’ath, as PM of the IDAM review
· Lisa Dawson, as service owner of MyEd (re the update of personal information)
· Karen Stirling, as UCP/MyEd programme manager
· Martyn Peggie, HR Deputy Director
· Mark Ritchie, Digital Transformation programme owner
· Jen Milne, Deputy CIO

Key Learning Points
Resources
This project was funded by the Digital Transformation Programme and because it was a normal priority it meant it was difficult to prioritise resource allocation. This lead to a delay in commencing the work and given that the funding was only available for that financial year meant the scope had to be tailored accordingly.
Some learning should be taken in relation to skill set of allocated business analysts. This piece of work required a BA with local knowledge around areas such as the academic timetable, in order to maximise survey participation.
Outstanding Issues - No outstanding issues.
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Background

All students and members of staff at the University are given accounts on the University’s IT systems.  They are given a unique username (UUN) and a password by which they identify themselves to the IT systems, via the EASE authentication service.  They are also given a staff card or student card.

Some people are both students and members of staff.  Examples include members of staff who are also taking a course; students who take jobs with the University to supplement their income and gain work experience; and Ph.D. students who work as tutors alongside their research work.  Such people have two separate UUNs and accounts (including separate e-mail accounts); the IT systems have no way of linking their student account with their staff account.  They also have both a staff card and a student card.

In 2018, the Digital Transformation programme sponsored a project to investigate whether this approach of separate user accounts was beneficial, or whether it would be better to provide a single account.  That project ran two surveys to collect views from the people affected.  The first survey was of people who were both students and members of staff, and the other was of managers and system administrators.  The project wrote shorts reports of each survey.

This paper analysis the results from the two reports and proposes short-term recommendations for improving the experience of these user communities, based on the comments from participants in the two surveys.

Summary of the results

The surveys raised several areas for consideration:

· Login / browser experience

· Mail experience (sender & receiver)

· Admin arrangements

· Physical access (Card/Door)

· Updating personal information

For the first two areas, there were different points of view regarding whether separate UUNs and e‑mail addresses were helpful or annoying.

		

		

		Helpful

		Neither

		Annoying



		First Survey (users)

		Multiple UUNs

		18

		38

		29



		

		Multiple e-mail addresses

		24

		30

		24



		Second survey (managers)

		Multiple UUNs

		10

		10

		33



		

		Multiple e-mail addresses

		12

		16

		35







For physical access and updating personal information, there was a consensus that separate accounts were annoying.

The comments captured by the surveys provided more details of the issues.

Recommendations

General

In the long term, it would probably be best to have a single account with multiple roles, akin to managing multiple Google accounts.  This would entail significant changes to the University’s IT account management software.  It would require careful analysis of how to manage e‑mails and file storage (to manage confidential information safely). 

In the shorter term, there are a number of changes that could give a better user experience.  Some are simply a matter of recognising these user communities and giving them better support materials.  Some would be system changes addressed at fixing particular problems. 

It is important to recognise that there is more than one user community and a range of different needs.

Documentation

The user experience could be distinctly improved by providing an easily accessible guide on how to manage multiple accounts as both a student and a member of staff.  This could be given as part of an induction pack when a student is given a University job, or when a member of staff enrols on a course.  Note that there is no easy way of identifying such people in the IT systems, so this would need to be a manual process.

Provide guidance on the preferred method of mail forwarding, along with any guidance about managing confidential information.  This would allow people to choose whether to actively use separate mail accounts or to forward mail from one account to the other.  Note that there is soon to be a policy forbidding staff to forward e-mail to an external account unless exceptional permission is granted; this may need to be adapted if forwarding from a staff account to a student account is to be permitted. 

Similarly, provide guidance on how to view calendars from separate accounts together, e.g. in the same Outlook pane or the same browser tab.

One problem that people encountered was the process of fully logging out from one EASE account before being able to log into their other account.  Some people got around this by using a different browser for each role.  The guidance should offer this as a suggestion, along with a detailed description of how to switch accounts within the same browser.

The guidance should also note the proper management of print credit, as this was another area where people ran into problems (e.g. using the wrong account to print the wrong document).

System changes

This section considers system changes that don’t involve a complete redesign of the identity architecture.  Although smaller than a complete redesign, they will still require appropriate funding and development effort.

Users found it annoying to have to use the correct card (staff card or student card) to access different rooms.  So, one option would be to allow door access credentials to be added to someone’s existing card.  It may be that this could even be done without a system change, e.g. manual updates by done by admin staff.

If people are given two cards, it would be useful to have the same access rights on each one, for ease of use.  Note that these changes to card access management would require people to have access removed promptly when their role changes, e.g. when a student’s job comes to an end.

Users often didn’t realise that their updates of personal information were not applied to all the University systems.  This could be addressed by allowing people to register a linked account on MyEd so that updates of personal information on MyEd are applied to both EUCLID and HR/Payroll.

It may be useful to have a way of manually linking identities within the Identity Management (IDM) system.  As well as supporting specific use cases such as the update of personal information, this would also provide useful management information.

It may be worth exploring whether some scenarios can be supported directly.  E.g. if Ph.D. students are employed as tutors, can we find a way of using their existing account for HR/Payroll, and accessing a selected number of staff systems, instead of creating a separate staff account?

Analysis

This section describes the issues in more detail.  It does not introduce new recommendations.

Areas of concern

There are several areas for consideration:

· Login / browser experience.

· Mail experience (sender & receiver)

· Admin arrangements

· Physical access (Card/Door)

· Updating personal information

To these, we can add:

· Management information 

Management information does not affect the user, and therefore was not investigated in the surveys.  

User Scenarios

The survey revealed some different user scenarios.

In one scenario, people and/or their managers want to keep their student work and their staff work distinct.  This lets them concentrate on one or the other without distraction.  It lets them see e-mail for one without distraction from the other; and mail from student friends and staff colleagues can be kept separate.

Examples of the above include members of staff who are taking courses out of hours, or students who are working on staff jobs unrelated to their studies.

A second scenario may be a caucus of users whose work and studies are not related (as in the first scenario) but who prefer instead to login only once and to see all their e-mail in one place.

In a third scenario, people’s staff and student work overlap.  In this scenario, having to log in to different accounts in annoying.  People want to see all information relating to them.  Others who want to send them e-mail may not know which e-mail address to use.  This scenario perhaps applies primarily to Ph.D. students who are working as tutors.

Different scenarios - Login / Browser experience

There are some users and managers who clearly prefer keeping the staff experience and student experience separate.  There are others for whom the separation is frustrating, and they can’t remember which UUN to use in which circumstance.

One issue often experienced is the difficulty switching between accounts, which can be time consuming and frustrating.  Some people successfully use a different browser for each role and this is worth recommending.  

A better approach would be to have a single sign-on with multiple accounts.  People are used to using Google this way.  However, this would be a significant implementation project.

It may be worth exploring whether some scenarios can be supported directly.  E.g. if Ph.D. students are employed as tutors, can we use their existing account for staff access, HR/Payroll, etc?  

Alternatively, is there some way we could link accounts and grant some access to a linked account, so that people don’t have to login separately?

Different scenarios - E-mail & diary

This is another area where there are distinct opinions.  Some people find multiple accounts confusing:

People constantly email the wrong address, send calendar / group invites which then need to be manually changed.

Such individuals have 2 entries in the GAL leading to emails going to staff accounts when they should be going to student ones.

They may not check both and we may only have the other available to contact them. It can lead to them missing important communications.

It is easy for info to be sent to incorrect account. A student may not check both accounts frequently.

I get a number of emails twice.

I really don't see the point of having two Edinburgh e-mails. I never use my student e-mail and I barely ever check it. Fortunately, the programme I was part of systematically e-mailed me on my staff account. 

I just redirect everything to my personal GMail address, where I can easily filter emails should I want to.

Whereas others find separate accounts beneficial:

I know if I am emailing someone in a student or staff member capacity

Serious confidentiality and data protection breaches.

Is there a GDPR problem?

In the short term, it seems plausible that better guidance could help a lot in these cases.  We should offer clarity about confidentiality and GDPR.  On a technical level, we can give guidance about how to forward e-mail, and how to view both calendars together (if this is possible).

Common issues - admin arrangements

In general, apart from managing e-mail, administration would seem to be simpler if people had a single account.  Administrators noted:

Duplicate entries in Unidesk (don't know which one to choose).  

Having to send out account details for students just for them to use E-Time.

Admin staff would not need to chase HR for UUNs when staff contracts were being created

This would help to flag that the staff member was also a student, which can have implications for compliance with the number of hours a student may work while on programme, or serious visa restriction contraventions.

One observation that supported multiple UUNs was:

Having a staff UUN enables me to easily identify that they have a staff contract

However, this is problematic.  UUN formats are not guaranteed indicators of someone’s affiliation with the University, and UUN formats may change over time.  We should strongly discourage anyone or any system making assumptions about status, access or rights based solely on the format of their username.

Common issues – door access

Rather than having people use separate cards to access different parts of the University, it would be easier if the credentials could be updated on a single card.

There is a follow-on issue with this proposal, which is that the card says whether someone is a student or a member of staff.  If people use a single card, they may be asked to prove evidence of role as a right to be in a certain area.  Or, people may want to claim staff or student discounts.  Possibly people should be given the option of a second card if they wish. 

Adding door access to an existing card automatically would require some way of linking the staff and student identities.  This would require system changes, possibly the same or similar to those discussed in the next section. 

Common issues – updating personal details

There are two main systems that store personal information – EUCLID, for students, and HR/Payroll for staff.   It would be useful to have a common way of updating this information. 

Example implementations could include the following:

· MyEd includes a form for students to update their personal information.  This could be augmented with a field for students to input their staff ID, in which case the form would also send information to HR/Payroll.  (The link would need an authentication check, perhaps by sending a confirmation e-mail to the staff e-mail alias).

· EUCLID could allow students to input their staff ID (or for their managers to input the staff ID) and then send any updates to the HR/Payroll system.

· The two approaches above could be implemented in reverse, in the Staff portal and/or the HR/Payroll system itself.

· IDM could provide a mechanism for linking accounts, and then share any update in one with the other.  The source systems would then have to accept updates from IDM.

Common issues - management information

The University’s management information would benefit from some way of linking identities.

There are several advantages that could accrue from providing information about the number of people who have roles as both students and as members of staff.
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